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The EPA has adopted the World Health Organisation (WHO) water safety plan approach to ensuring drinking 

water is both “safe” and “secure”. A supply is deemed ‘safe’ if it meets the relevant standards at the tap and 

‘secure’ if a management system is in place that identifies all potential risks and procedures are in place to 

manage these risks. The methodology described in this Advice Note ensures that a drinking water supply is safe 

and secure through the use of a comprehensive risk assessment and risk management approach.

In 2009 the WHO published detailed guidance on the implementation of the Drinking Water Safety Plan 

approach, the document is entitled Water Safety Plan Manual: Step-by-step risk management 

for drinking water supplies and is available for download on the WHO website at 

http://whqlibdoc.who.int/publications/2009/9789241562638_eng.pdf.

This Advice Note is intended to give an overview of the steps involved in constructing a water safety plan 

and an outline of what it should contain in the Irish context. It contains guidance on hazard identification, 

risk assessment and the preparation of action plans for hazards identified. This document is aimed at all 

local authority staff involved in the production and distribution of drinking water and should be read in 

conjunction with the WHO guidance manual when implementing a Drinking Water Safety Plan.

The Agency introduced the DWSP concept in 2009 by issuing a letter to all county managers outlining the 

approach and advocating its use. The EPA Handbook published in 2010 also contains a section 

(Section 10) covering DWSP’s. The approach applies equally to small and large drinking water supplies.

	
1 Introduction
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A DWSP is developed specifically for each water supply and should be considered as a risk management 

strategy to ensure the continuous supply of safe water. The water safety plan approach builds on existing 

good water supply management practices. An emphasis in the plan is placed on risk mitigation above 

sampling, although targeted operational monitoring is still a key component of the plan.

The Key components of a DWSP are:

▼▼ an assessment of the water supply from source to tap to determine whether the water supply can 

consistently deliver water of a quality that meets health-based targets. This assessment identifies the 

potential hazards in each component of the water supply, the level of risk presented by each identified 

hazard and the appropriate control measures for the identified risks to ensure that the water supply is 

safe, the standards and targets are met, and human health is protected;

▼▼ operational monitoring of an appropriate nature and frequency at an appropriate point in the water 

supply for each control measure identified and implemented from the supply assessment to ensure 

that any deviation from the required performance is rapidly detected; and

▼▼ documentation of management arrangements including details of the supply assessment, validation 

monitoring and operational monitoring. Documentation should also include a description of 

the actions to be taken under normal operating and under incident conditions. During incident 

conditions there is a risk of non-compliance with a standard (or target value) or failure to meet an 

operational control, or there may be a potential risk to human health. These actions should include 

appropriate investigations, remedial action in the form of improvement programmes, reporting and 

communication.

It is important to differentiate clearly between the purpose of a DWSP and a Drinking Water Incident 

Response Plan (DWIRP) though there is overlap between the two approaches. The DWIRP focuses 

on actions to be taken following an unplanned event leading to the interruption of supply or the 

contamination of a supply constituting a danger to public health. In comparison, the DWSP focuses on 

actions to be taken to prevent an incident leading to a failure of the Drinking Water Regulations and/or a 

potential danger to public health. A DWIRP is prepared at Water Services Authority level whereas a DWSP 

is prepared at scheme/supply level. In some cases, if a control measure for a hazard identified under the 

DWSP fails or if there is no control measure in place, then the hazard may have to be dealt with using the 

DWIRP (e.g. a Cryptosporidium outbreak or flooding of the treatment plant). When preparing a DWSP 

Water Service Authorities should integrate the DWIRP where relevant to avoid duplication or contradiction 

between the two approaches.

The River Basin District Plans and the Water Management Units with their associated Action Plans should 

be consulted and utilised for identification of hazards, assessment of risk and identification of control 

measures in the catchment.

 

The WHO state that “The most effective means of consistently ensuring the safety of a drinking water supply is 

through the use of a comprehensive risk assessment and risk management approach that encompasses all steps in 

water supply from catchment to consumer”. This type of approach is called a Drinking Water Safety Plan (DWSP). 

The basis of the approach is risk assessment but the primary objective is to protect human health.

	
2 What is a Drinking Water Safety Plan?
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Assemble a team of experts

The first thing to do in preparing a DWSP is to assemble a team of people with a thorough knowledge 

of each stage of the water supply. A team leader should be appointed, who as well as being a good 

leader and communicator, should be of an appropriate level to communicate to senior management and 

progress the work of the team. The team must have experience of the catchment and raw water sources, 

water treatment processes, distribution networks, operations management, drinking water quality, 

public health and domestic distribution systems. Most of the team will be drawn from within the Water 

Services Authority but others such as catchment and public health specialists may be required from other 

organisations.

In Ireland some or all of the catchment for supplies extend beyond the functional area of the Water 

Services Authority. In this case, it will be necessary to have a representative from the other Water 

Services Authority/Authorities either on the team or to serve as a contact during DWSP preparation and 

implementation.

At all stages it is imperative that the DWSP team is supported by the Water Services Authority and is 

given the necessary resources for the task.

Document and describe the supply

The next step is to document and describe the water supply and ensure that each element of the system 

is captured. A description of the water supply is required to support the subsequent risk assessment 

process. This step involves desk studies supported by site visits to confirm the knowledge, skills and 

schematics available to the water supplier such as: the infrastructure at source, number and type of 

sources, interconnectivity of sources, land use in the catchment, raw water storage, water treatment 

including processes and chemicals used, treated water storage, secondary treatment (i.e. secondary 

chlorination) and the distribution network. It is recommended that a simple flow diagram is prepared to 

describe the supply. Examples of flow diagrams are given in Module 2 of the WHO guidance manual.

Identify the hazards and hazardous events

This stage involves an assessment of what could go wrong at each step of the drinking water supply 

process as described in the flow diagram. Site visits as well as desk studies are required at this stage. 

Hazard identification also requires assessment of historic information and events as well as predictive 

information based on knowledge of the treatment and supply systems. Risks that are not readily obvious 

should also be considered such as the siting of the treatment works in a flood plain (where there is no 

record of flooding), the age of pipes or the presence of lead pipe work in the distribution system.

Appendix 1 of this document provides assistance to water suppliers in completing this step by providing a 

list of typical hazardous events associated with each element of the supply. It must be noted that the list 

is not exhaustive and additional hazards can be added by the water supplier where they are specific to a 

supply. Similarly, not every hazard on the list will apply to each water supply.

It is important to note that stakeholder involvement is important at this stage as the DWSP is not just 

about the water supplier, many other bodies can be involved and should be involved to ensure the 

success of the approach, such as: agriculture, forestry, industry, residents groups, consumers, regulators 

and other Water Services Authorities.

	
3 Guidance on the Preparation of Water 
Safety Plan

3.1

3.2

3.3
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Perform a Risk Assessment

When each hazardous event is identified, an assessment is carried out to assess the level of risk posed by 

each hazard. The initial risk assessment assesses the risk posed by the hazard in isolation of any existing 

control measures that are in place. This is the worst case scenario, and can often be difficult to visualise 

due to our knowledge of the control measures downstream of the hazard.

Risk assessment is a consideration of both the likelihood of a hazard occurring, and the impact or severity 

should it occur. A semi-quantitative approach is recommended comprising informed estimations of 

likelihood and severity.

A risk matrix is provided in Appendix 2. Likelihood and severity are scored on a scale of 1 to 5, a set of 

descriptors is provided to help with scoring (Tables 1 and 2). The values for likelihood and severity are 

multiplied together to give a value for the risk posed, resulting in a maximum risk score of 25. 

The risk scores are classified as follows:

▼▼ 1 to 5 – Low risk,

▼▼ 6 to 10 – Medium risk,

▼▼ 12 to 15 – High risk,

▼▼ 16 to 25 – Very High risk.

Define and Validate Control measures

Anything that reduces the risk posed is termed a control measure (also known as a mitigation measure or 

barrier), such as treatment stages, monitors and alarms, operator knowledge, training etc. Most hazards 

can be mitigated by control measures to reduce the risk, however this is not always the case particularly 

in the catchment. In this situation, the next stage (i.e. treatment) will act as mitigation and so on.

Many control measures will already be in place, although some will not have been tested. The next 

stage is to validate the control measures in place. Validation should not be confused with operational 

monitoring which verifies that the control measure is working and shows when there is an abnormal 

situation. For many controls, validation involves concentrated monitoring to test the control measure. 

For systems including filtration, validation could be carried out using daily turbidity monitoring, e.g. if the 

turbidity goes no higher than a pre-determined level, say 0.2 NTU, in at least 95% of the daily samples 

taken in a month. Validation of controls may also involve imitating a hazard e.g. an alternative power 

source may be validated by simulating a power outage and assessing if the backup power source is 

sufficient to run the required processes.

Reassess risk to determine current risk

The second stage of risk assessment takes into account the effectiveness of the control measures currently 

in place, and assesses the level of risk remaining. The same procedure is used as described above for the 

initial risk assessment (Appendix 2) in order to determine the current or residual risk.

At the initial and current risk assessment stages the team should record the reasoning behind the 

decisions made by the team for future reference.

The outcome of the current risk classification determines the action to be taken for the hazard (Table 4). 

If there is no control in place, the action should be applied after the initial risk assessment.

3.4

3.5

3.6
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Establish improvement/action plan for risks

Following the initial and current risk assessment a risk classification for each hazard is required before and 

after mitigation. This may highlight deficiencies in the current control measure or the fact that a control 

measure is absent (e.g. absence of a Cryptosporidium barrier or inadequate fencing at the intake) and 

thus requiring action. An action plan is prepared for every hazard classified as medium risk or higher. 

A template action plan is provided in Appendix 3. The template details the initial risk assessment, control 

measures (both those validated and already in place and controls planned in the short-term) and the 

current risk classification for each hazard. The level of detail on each sheet will vary depending on the 

hazards but for those hazards that remain high or very high despite mitigation, a detailed action plan is 

required with target dates for completion of the planned actions. In this case the action plan should 

also be signed off at Director of Services level or by another suitably qualified person in the Water 

Services Authority.

In cases where there are plans in place by the Water Services Authority to provide additional mitigation 

in the future (may be dependent on funding in the longer term), the expected benefit of the proposed 

measures can be included in the Action Plan as a ‘Target’ risk assessment, indicating the eventual risk 

rating.

It is suggested that each risk in the hazard spreadsheet is linked (by hyperlink) to its corresponding Action 

Plan worksheet.

Define Monitoring of the Control Measures and Verify effectiveness of the DWSP

Operational monitoring should be defined for the supply (frequency of monitoring, who carries out 

monitoring, where monitoring takes place, who receives and assesses the results etc.). The level of 

monitoring will vary depending on the control measure in place. Operational monitoring can be 

measurable (chlorine residuals, turbidity) or observable (integrity of fencing, locks on reservoir covers). 

Critical control measures will normally be measured online. For some control measures it may be 

necessary to define ‘critical limits’ outside of which the safety of the water supply is diminished. Plant 

operators need to be aware when a system is operating under normal conditions and when there is an 

incident.

The DWSP needs to be verified to ensure that it is working properly, verification involves three activities:

▼▼ Compliance monitoring, to ensure the results are consistent with water quality targets;

▼▼ Internal and external audits to ensure water quality risks are controlled, and;

▼▼ Verification of consumer satisfaction.

Management procedures and Documenting

All aspects of the DWSP should be clearly documented (description of supply, hazard list, risk assessment, 

level of monitoring etc.) and the documentation should be available for review by the supervisory 

authority. Management procedures are the actions to be taken during normal operational conditions 

(as verified by operational monitoring) and the corrective actions to be taken during an incident. Near 

misses should also be recorded for future reference. It should be noted that there may be some overlap 

with DWIRP procedures in relation to some incident situations and recording of same.

3.7

3.8

3.9
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Supporting programmes – develop skills & knowledge

Supporting programmes enable commitment to the DWSP approach and provide the capacity to deliver 

safe water. They include staff training, provision of equipment (for monitoring or calibration), preventative 

maintenance, hygiene and sanitation. Existing support programmes may need to be reviewed and 

updated.

Regular review of hazards, risks, controls (e.g. new equipment)

The DWSP is a working document and forms an integral part of operational practices. A schedule for 

periodic full reviews of the DWSP should be defined but it should also be reviewed after any significant 

event e.g. an exceedance notified to the EPA, an incident, installation of new key piece of equipment, 

staff changes etc.

3.10

3.11
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Appendix 1 Hazard Identification Sheets
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Level Descriptor Description

1 Most unlikely Has not happened in the past and is highly improbable that it will happen in 
the future

2 Unlikely Has happened in the past, is possible and cannot be ruled out completely

3 Foreseeable Has happened in the past, is possible and under certain circumstances could 
happen again

4 Likely Has occurred in the past more than once, is likely to happen again

5 Almost certain Has occurred in the past, is an ongoing problem, and is very likely to happen 
again

Table 1. Likelihood Descriptors

Appendix 2 Descriptors, Risk Assessment	
Matrix and Action Matrix

Level Descriptor Description(s)

1 Insignificant Wholesome water, no public health impact

2 Minor Short term or localised, aesthetic or not health related. Treatment 
compromised. No regulatory failure

3 Moderate Long term non-compliance, widespread aesthetic issues or not health related. 
Treatment compromised. Regulatory failure but no health risk

4 Major Potential long term health effects (e.g. lead, THM’s, nitrate). Treatment 
compromised. Regulatory failure. Disruption to consumers in the supply

5 Catastrophic Presence of micro-organisms, parasites or substances that are an 
imminent danger to public health (e.g. E.coli, Cryptosporidium). Treatment 
compromised. Regulatory failure. Disruption to consumers in the supply

Table 2. Severity/Impact of Consequence Descriptors
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Severity/Impact of Consequence

Insignificant Minor Moderate Major Catastrophic

1 2 3 4 5

Almost certain 5 5 (L) 10 (M) 15 (H) 20 (VH) 25 (VH)

Likely 4 4 (L) 8 (M) 12 (H) 16 (VH) 20 (VH)

Foreseeable 3 3 (L) 6 (M) 9 (M) 12 (H) 15 (H)

Unlikely 2 2 (L) 4 (L) 6 (M) 8 (M) 10 (M)

Most unlikely 1 1 (L) 2 (L) 3 (L) 4 (L) 5 (L)

Table 3. Risk Assessment Matrix
Li

ke
lih

o
o

d

Low 1 – 5, Medium 6 – 10, High 12 – 15, Very High 16 – 25

Risk 
Classification

Action

Low Manage using routine procedures, keep under review

Medium Action required, plan and prepare

High Priority action required to mitigate hazard in short term

Very High Urgent action required to prevent hazard (e.g. shut down supply/ boil notice or water 
restriction), action required to mitigate hazard in short term

Table 4. Action to be taken following risk assessment
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Table 1. Risk Assessment Action Plan

	
Appendix 3 Action Plan Template

RISK ASSESSMENT – Action Plan Revision: A Date:

Hazard As per hazard sheet

Hazard Ref Number As per hazard sheet

Scope of hazard A brief explanation of the hazard

Responsibility for 
putting controls 
in place

Overall: e.g. Director of Service/ Senior Engineer

Local: e.g. Senior Executive Engineer/Executive/Plant Manager

Estimated Liklihood 
& Severity

Likelihood: Rating: with brief explanation 
of reason for the decision

Severity: Rating: with brief explanation of reason 
for the decision

Initial Risk Assessment (Refer to Risk Assessment Matrix)

e.g Very High

Calculation of Risk Rating

Likelihood Category 4

Severity category 4

Risk Rating 16

Control/ Mitigation 
Measures 
Briefly describe the 
control measures in place. 
If no control measures 
are in place, outline the 
planned control measures 
with dates. If risk is High 
or Very High despite 
mitigation provide an 
action plan with target 
dates including long term 
mitigation measures

1. 
2. 
3. 
4. 
5. 
6.

Target 
Completion 

Date

Actual 
Completion 

Date

Action by: Validated 
Yes/No

Validation of Control 
Measures
Include brief comment 
on the validation 
method for each control 
measures

1. 
2. 
3. 
4. 
5. 
6.

Current Risk 
Assessment
(Refer to Risk 
Assessment Matrix)

Risk assessment with existing controls in place

e.g Very High

Calculation of Risk Rating

Likelihood Category 4

Severity category 3

Risk Rating 12

Sign off Name: For High and V High risks, the Director of Service or a suitably qualified 
person must sign-off

Position:

Target Risk 
Assessment 
(Refer to Risk 
Assessment Matrix)

Risk assessment when future planned controls are in place

e.g Low

Calculation of Risk Rating

Likelihood Category 4

Severity category 1

Risk Rating 4

RA Completed by: Name: DWSP team member as defined in DWSP

Position:


